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Add I Edit
Id 0
Mame 90m_1d
State ® Active ) Inactive
Identity (O Required  ® None
Type O Postpaid @ Prepaid
Price Rate 0
Datarate DN/UP ] 1] Kb
Transfer Quota 0 Megabyte W
Daily Usage Time 0
Weekly Usage Time [
Monthly Usage Time |0
Usage Time 90
Valid Period 1 Day w
Idle Timeout 0 (minutes)
Comment
Build Date 2013-03-26
Build By admin

Add
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= puuiiit aaelild esv (Import) *gega 1,000 viaydee i

Account Identity Portal Device Passthrough Walled Garden Webfilter WSI
in Policy  Expire (Y/M/D)  Build (YIM/D) Comment Search Type
Reset Search
T Login Policy Type MAC Host Used Total Expire Build OVR Sold Print Comment ¥
username FREE FPos b 1d 5h 24m 38s 2013/03/28 22:08:33 20121218 )5% 'tgf )5% |
U
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o af1a Account muwanen s (Generate) aunsoud lusrsnssh
wlFlumsgqudmsuas Password 14

lﬂ Accounts

No account defined.

.
. (24 iBSG Lite - Password // Options - Windows Internet Ex... El_lﬂ
23 Add [ Generate / Edit : ——
i K http://192.168.4.254/manage/manage-account-generate-options.php &
Id 0
Sold Now ® Mo O ves LJ Generation Setting
State ® active O Inactive Password - -
Lett o .
Palicy o8 Alphabet (Lower case only)
) ] Mumber only
Maximum Login 1 Alphabet & Number (Mixed case)
Count 10 Custom
Login Prefix ac
Login Suffix Start 1
Password Length 4 Options

Expire Date Y MD)  [2n14 |01 n1 W[ Mt Fxnire



11YN17 M9 (Manage->Portal) 1/3

L_] Pages & Messages

9} Page encoding
L a”lj\lfljﬂuf%ﬁleueu@ﬂ’]’]l] Title Hi-Speed internet
Login Source || Preview |(Max 1024 Characters)

L]
redefined text
'
EXTTTITER <.p>We re_sorry for any
inconvenience.</p> v
<br>
h‘l Yo A9 v
Contact
Login Ok login_ok html W Source || Preview
Welcome to Hi-Speed internet, A
Message (Welcome) ¥ou can type 'leogout.' in
address bar and hit enter to v
Internet usage history is F
Message (Check) available <a
href="/user/">here</a> v
Login Error login_error.html v Source || Preview
Logout logout.html s Source || Preview
Online online_html v Source || Preview
Flease hit 'close' to close
Message (Online) this windew or click '"legout'
ta lagout. v
Register register himl ~ » Source || Preview
<p>»Please complete above A
Message (Register) registration form to continue
using this service.<p><p>We may A

Footer NVK iBSG-Lite&#8482; &copy; 200

Default URL http:/fwww.google.co.th [ Force redirect
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Poertal file manager
Name Directory Size Time
¢ ﬁﬁﬂﬁmlfﬂﬂliﬂlm‘u
u @ logout.html 1.78 KE 2013-01-31 19:40:33 O
Y Y register.htmi 5.88 KB 2013-01-31 19:40:33 O
T TRIGRIGAYE! @
. @ login_error.html 1.68 KB 2013-01-31 19:40:33 |
o/ @ online.html 211KE 2013-01-31 19:40:33 [l
portal Wualag
@ login_ok.html 263 KE 2013-01-31 19:40:33 O
% h 1 A B A
theme.css 142 KE 2013-01-31 19:40:33 [l
ud la'lWd html #
@ login.html 313 KE 2013-01-31 19:40:33 O
(1(,]9; E extra_pages.zip fbin 783 KB 2013-01-31 19:40:33 |
Ltj leftlogo.jpg fimages 1273 KB 2013-01-31 19:40:33 ]
,_tj toplogo_small.jpg fimages 516 KB 2013-01-31 19:40:33 |
Ltj shadow.png fimages 111B 2013-01-31 19:40:33 ]
*ﬁ@qﬁﬂ’]’]l’%}ﬂ’]y’] jem) favicon.ico fimages 24 62 KB 2013-01-31 19:40:33 |
Y 5 bluedot.gif fimages 43 B 2013-01-31 19:40:33 ]
HTM L ,_tj toplogo.jpg fimages 834 KB 2013-01-31 19:40:33 |
@ jquery-1.5.2.min.js fscript 3393 KB 2013-01-31 19:40:33 ]
161.37 KB O
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Loginname

° )
LIRemember Me O 1
Login || Check || Usage rlglna
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tttttttt

IEI Northgate
Please Log in MOdified

[ Remember me
Login || Clear || Usage




Lﬂ\l‘%ﬂ’]ﬂ‘?ﬁmu (Manage->Pass-through)

Policy Account Identity Portal Device Passthrough | ° o A
@I MAC/IP Passthrough ¢ ﬁmiujgu IP’MAC o
# State MAC Address IP Address Description IP +MAC GU 6 q Lﬂ% E] q a ﬂ Gli »] EJ
0 t;f L 192.168.2.123 ~
_____ = 9
R e Ivausaeen Internet
e;?’ AABB:CC:DDEEFF 192 168.2 234

1a1ae ludos Login 191

You are logged in as 'admin’ since 2013-03-26 11:25:30 am [27.55.1658.173]

IoUY

*lieunsatinanmiwazms block/filter ynedalusyuuag lifing



WYN13 M9 (Manage->Walled garden)

Prnaan g e

Policy Account Identity Portal Device Passthrough - Walled Garden ﬁ’] CH %Jlj j $ 14 IP / Sllbnet

1 walled Garden {IP) A
#  state IP Address Mask Description VOIFITD Qm
0 v 115.178.60.134 | - O 9 ' Yy v
1 10.0.1.0 255.255.255.0 O cl:cl’igﬂelnﬂﬁ’n\r]iamnhlﬂ
1 9 1
You are logged in as 'admin’ since 2013-03-26 11:25:30 am [27.55.168.173] Iﬂ Ejllij AN WIUNTI

. 5,
Login 191511

¥ y A = ' o w 3 Wy
ﬂﬁ!f’lﬂ!ﬂi@ﬂﬂawvﬂﬂﬂigu%$1Nﬁ1uﬁﬂmﬂﬂﬂ’ﬂmi’ﬂﬂ



WYN13 M9 (Manage->Web filter)

iBSG3.5

DEVICE_MONITOR ° AIMTUTY 1] domain V94
Status Report Manage Monitoring Network Admin System Diagnog '
o Policy Account Identity Portal Passthrough Walled Garden Webfilter % eb fﬁ % g ﬁ ,] ﬂ ,] j, blOCk
Webfilter v
Y v
s mwen Tage 11130 block 1ans
1 X www _facebook com W |
2 % facebook.com g O http !)!)a g https

You are logged in as 'admin' since 2013-03-26 12:07:32 pm [27.55.168.173]

© 2004-2011 by NV K INTER CO_LTD.

*yenmso o 1diledla http proxy
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i‘BJSG3.5 o guNIndi g

DEVICE MONITOR

vontorng LTI (group) dwsuginsai
Group .
%, Device Groups dwmsums Monitor
- ; ; 9) Y 1 1
#A Name Location Location Tracking Die hlﬂ!,ﬁ’é]ﬂ']fl@]’é]ﬂ']’iiﬁi‘]_c!
1 default unknow 5 ]
" ALY
o 1 9 9
ada Eat o szydwriadlFauaie
Id 0 o ! J
‘ — auvagnaaiai
axn koo asgiu Mib .1d vse
Location Tracking O
Engenius Private
Add

mib (ﬁ’mﬁ )



Luyﬂtmﬂ%ﬁmu (Monitoring->Device)

| Group DV
Name Group P MAC Address Description Search Type
Reset Search

ﬁ Devices

#A Name MAC Addresge__Model _ SNMP Community RO

1 EAP-350_1 defaul 10.0.1.241 m EAP-600 (TRUE) W public

2 EAP-350_2 defaul 10.0.1.242 i EAP-G600 (TRUE) v public

3 EAP-350_3 defaul 10.0.1.243 o EAP-800 (TRUE) v public

4 EAP-350_4 defaul 10.0.1.244 b EAP-600 (TRUE) W public

T EX2200_1 defaul 10.0.1.253 L Generic V’ public

a EX2200_2 defaul 10.0.1.252 e Generic V’ public

Gl

o aqunsadiuglnsal ip based laq flddwsu monitor aauzde ping 14
« aunsauaas uptime/interface traffic dwsuainsalfieniveyu snmp
v1,2¢
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|BSGB 5

DEVICE MONITOR

Status Report Manage Monitoring Admin System Diagnostic Help Logout
Overview Device Utilization Log

::i Device Status

#a MName Group IP Address 15m 10m 5m Min RTT Max RTT SSID Channel Tx Power |Transfered tTransfered Uptime Clie
1 EAP-350_1 default 10.0.1.241 9 9 9 0ms 0 ms - Auto 20 dEBm (100 mW)  350.11 ME 12470 MB 150d 19h 39m 345 1

2 EAP-350_2 default 10.0.1.242 9 9 9 0ms 0 ms —dce SRdben (ART et SO0 SRIID AW o Dl otn sten S

3 EAP-350_3 default 10.0.1.243 9 9 9 0ms 0 ms - Auto 20 dEBm (100 m\W) 3.50 MB 66.01 MB 14h 26m 158 2

4 EAP-350_4 default 10.0.1.244 9 9 9 0ms 0 ms - Auto 20 dEBm (100 mW)  357.839 ME 258 GB 3d 16h 43m 17s 5

T EX2200_1  default 10.0.1.253 9 9 9 2ms 5 ms - - - 3.86 GB 399GB 179d 3h 11m 19s

a EX2200_2  default 10.0.1.252 9 9 9 Ims 4 ms - - - 153 GE 3.60 GB 22d 17h 16m 118

G 6.42 GB 12.31 GB 3
‘ou are logged in as 'admin’ since 2013-03-26 12:07:32 pm [27.35.168.173]

o gsouaaeal SSID/TXPOWER/CHANNEL/CLIENT INFO lanu
a1nsal AccessPoint EnGenius fimivayu SNMP naju (¥oadu
SOHO)
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I = ' " - = = . . _—

-
== Device Client - AP2/2nd Floor/192.168.2.251

#| Loginname* IP Address* MAC Address S50 Channel RSSI (%)
1| d59 192168 2 .34 F0:7B:CB:56:D7:EF - - - (34)
21d23 192.168.2.20 AB:26:D9:EA:DT:4AF - - i (45)
3| d60 192.168.2.217 40:D3:2D:D2:0E:DA - - - (26)
3

A ' A A Y J .
o gunsaudgaNanIUI¥oNaovaIgnUIeIeuaenuglnsal EnGenius
Access Point la



Lmémﬂ?‘ﬁmu (Status::Device Configuration) 1/2

r@ iBSG Lite - Device // Configurator - Windows Internet Explorer ° ﬂﬁi’ 1 ?\I
. E http:_-'_-'n*.'k'.fpnﬂ.dyndns.Drg:8888_-’managr:'s-tatuE—cle.fiu:&—cuﬂiguratur.php?:&lDe*:z‘?-?E ﬁ1 11 1 i a L a ﬂu ﬂ 1 ﬂ E] u ﬂ
. . Y
| % Device Configurator EnGenluS ACCGSS pOlIlt Ulﬂ
Available Selected 9 % ~ l_rl 1
EX2200_1-(10.0.1.253) EAP-350_3 - (10.0.1.243) NIDU ﬂﬂiﬂﬂ’ihlﬂ g3 1y
EX2200_2 - (10.0.1.252) EAP-350_4 - (10.0.1.244)
EAP-350_2 - (10.0.1.242) o @ o 11 1 3 Y 3
' AP 35071 (1001247 1nauIutay lunluaouilu
! 1 = %
' JUIAYINU

0Ok || Close




Luléﬂ’]'j‘slf‘ﬁ\‘ﬂu (Status::Device Configuration) 2/2

(& iBSG Lite - Device // Configurator - Windows Intemet Explorer l = ﬂ1
I http:_-'_-'n'-.-'k-.-'pnU.dyndns.org:8888_-"managE_-'ztatuz-tIE'-,-'lcE-cc:nflguratcr.php?zEIDE'-,-':?-ﬁﬁ:ﬂ&ze\De‘fa?ﬂ‘bﬁD:-‘l 2
| Enabled IREY o
5Ghz SSID ]
Enabled w21
v Name NVK_Staff v
Hide (not broadcast) .
Authen/Encrypt [None v O
Key/Passphrase =
O Isolation (L2 isolation) enabled v =2
O VID 51 U
Enabled [ 22 U
[ Name NVK_Guest U
Hide (not broadcast)
O Authen/Encrypt None v

9y
° @113 0eNAN tx power,channel,ssid

name/broadcast/security/vlan/isolation 18

* gunsads reboot gunsalld



wynis ke (Network->Basic)

* 593950 WAN w111 DHCP,Static

Basic DHCP DDNS Proxy
WAN / Internet LA PPPOE
Connection Type DHF' o ¥
Static DNS ° Myua LAN IP/Subnet llﬂ@]”lllﬂ'ﬂﬂ
9
AONNT
MTU 1500
" 9y
(Y] o 9 A v
ISs Clamp - ° 5935031 DHCP IP lamunag
LAM
IP Address 192 1658.2 254 ﬂf] LAN SUbnet
Subnet Mask 255 2552550
Alternate Ip* ]
DHCF Server [+]
Start 192.168.21
End 192.168.2.100
Lease Time 1440 (minutes)
Leases Ja4d (ips)




.yn13kenu (Network->Port Forward)

i 5 Repol LELETE NETWOTK Admin stem Dlagnostic

Basic DHCP DDNS Proxy Firewall Conntrack/iNF Pori Forwarding @ a’ 1 CH j’ UFY ‘U IP / Port VDI

Port Forwarding

# State  Protocol Ext ports Int Ports Int Address Passthrough Description Lﬂ ﬁ’ E] q a ﬂ GU "] EJ
U

0w  TCP 81 80 192.168.2.123 v O

A Y Yy q 9
ﬂ@@ﬁﬂ?ﬁﬂTiHﬂi%ﬂTﬂ%Wﬂ

Add | Edit
Id 0
S— NEYUBDN
State ® Active ) Inactive
Protocol
Ext Port 81
Int Port 80
Int Address 192.168.2.123 PY ﬁ'"lc”%}u iBSG llgj
Passthrough 3 ’ 5
Description

o 9
I UADY

5%1) Passthrough HeNNU
aunsanamanii 1



YN 11971 (System->AAA)
14150521 Authentication Source 14 3

iIBSG3.5 " i

DEVICE_MONITOR « None (Jasz0u authen milou router

Status Report Manage Network
Appearance AAA Radius Printing LEET))

& Authentication & Authorization ¢ Loca:l (gn{magaﬂlumsm) .

- Npne « Radius (weudersu Radius Server)
Authentication Source IR
) i dius
Force-Relogin d
Loose mode” = * sgynan Idle timeout
Strict MAC-Account '
pairing [ g 9 A ul a9y 9
mmﬂmmma NﬂJﬂl@Nﬁl"lﬂ/@’ﬂﬂ

Preferred first MAC ~ [] < "" .
Vel OKCP lesse gega 120 winse ludina
onky

*This option will ignore client MAC address in authentication process, on

Accouting . .
| ° 521 Session Timeout
Idle timaout 15 {minutes) o v A A .
Session timeout 0 (minutes) mﬂmﬂﬂmmmwamaum
Interm updte munaszygege 2,880 wiine i
Restore time-out 15 “ | (minutes)

1NA



.y kE9n1 (System->Configuration)

- o munsachses (backup) Teuamsaan
iBSG3.5 (backup) %oy

3 3
DEVICE MONITOR !,ﬂ‘iJ!,‘]Juthaﬂlﬁ}
Status Report Manage Monitoring Network Admin
earance adius rintin ime onfiguration s o=

— T TR oo | gz fiuanaiiu .cfg vie .zcfg
WBackup 49! v Jd o cs'clﬂl

Cenfiguration |ibsglite130327-044047 zcfg Backup Guuﬂll!”gaic]jum G]jq’]u

Restore

File Browse. Restore

9y v
o gunsnwin (import) doyaludasan

Factory default

Restore default ﬁ1 j 6 \1 l‘l’iﬁl {glj

Schedule backup

Enabled

Frequent o o 9 3

- T[] ot ° mmmwmwmmwayjmﬂu%aﬂ%‘lu

Backup limit 7 Files Y wa A Y Yy A Y,
F2UVBR IUTRMNNa AT 1A ol 11

Scheduled backups

A 1 é'l a g
No backup found. ﬂ']ﬁﬂUﬂ’]ljJ@LﬂﬂﬂﬂJw']GUu




meﬂgﬁmu (System->Database)

9
°  mmInd1I09 (backup) "ls]}’fmuaﬂ”liﬁdﬂ"llﬁmﬂu

Tnld1a

|B56305 Tagaztuwanaidly .db wie .zdb

DEVICE MONITOR v . a ”
itori i KX o v A
Status Report Manage : Monltc_ml_\g Network Admin : VUAUINDS FUN GlG]N 1
Appearance AAA Radius Printing Time Configuration |

W Backup

Cenfiguration |ibsglite130327-044047 zcfg Backup ° ﬁ"]?ﬂiﬂlhl,"lgl}”l (impor‘t) hlwt:fi']usﬁ}au“acﬁﬁ']i@qll%)
Restore

File Browse. . Restore

*% ) s o oA "W
E "l,wa%zmmmimmﬂmaiﬂmmmmimmﬂu
actory default

] gll Y o o 9 /= o J v 1
MUY ﬁ”l?J“VﬂﬂTilﬂL*U"lbl‘V\lﬁ‘V]ﬁTﬁﬂ\‘]ﬂ?ﬂl’)’ﬁ]ﬁ‘]fuclﬂll

Restore default

Schedule backup ﬂ’hlﬁﬂﬂﬂﬂ
Enabled
Frequent
o ° I I3
Time (04 ][30 V] tHour tinte) o gnsohmsdrisesgiudoyaidiuldanu 1 useuu
Bachup limit 7 Files

o wa A Y A qu A
s 'e'JMmmixummnmmmmﬁ"lﬂ e lylunmsauam
cheduled backups

A a X
No backup found. Luﬂlﬂﬂﬁﬂluﬁ’]"“u
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Status Report Manage Monitoring Network Admin System Diagnostic Help Logout
| summary _ JGEETI
Login Policy From To IP Address MAC Address ® Normal ) Extract
| v [2012 v][2 w1 v][2013 v][2 V(28 v| Search

Usage Details
By Login Policy 1st Session start Session stop IP Address MAC Address Terminate cause Usage time RX (mB) TX (mB) v
49 usemame FREE 2013/02/05 12:34:42 2013/02/05 12:35:20 192.168.2.234 00:02:03:04:05:06 admin-kick 38s - - O
48 usemame FREE 2013/02/05 12:34:14 2013/02/05 12:35:19 192.168.2.235 00:01:02:03:04:05 admin-kick im 5s - - J
47 usemame FREE 2013/01/23 15:38:59 2013/01/23 16:08:40 192.168.2.85 00:23:14:20:CD:C4 idle-timedout 29m 41s 277.26 KB 91.86 KB J
45 usemame FREE 2013/01/23 13:09:01 2013/01/23 13:28:14 192.168.2.85 00:23:14:20:CD:C4 system-request 19m 13s 479.69 KB 115.22 KB J
45  usemame FREE 2013/01/23 0c42-23 2013/01/23 0:53:29 192 168.2.85 00:23:14:20:CD:C4 system-request 11m Gs 4066 KB 24 65 KB O
44  usemame FREE 2013701422 0:31:55 201301722 0:44:06 192.163.2.98 04:5453:0C:F2:04 system-request 12m 11s 2320 MB T12.71 KB O
43  usemame FREE 2013/01/20 22:39:25 2013/01/20 22:55:09 192.168.2.85 00:23:14:20:CD:C4 idle-timedout 15m 44s 42.92 KB 31.02 KB J
42 usemame FREE 2013/01/16 21:35:29 2013/0116 23:16:25 192.168.2.85 00:23:14:20:CD:C4 system-request 1h 40m 56s 55238 MBE  9.69 MB J
41 usemame FREE 2013/01/16 17:32:34 2013/0116 17:54:55 192.168.2.12 T4E2FE5T.BEAI system-request 22m 21s 11.24 MB 491.63 KB O
40 usemame FREE 201370112 19:04:16 20130112 19:24:05 192.1638.2.85 00:23:14:20:CD:C4 system-request 19m 49s 68.70 MB 2.65 MB O
39  usemame FREE 201370112 16:59:27 20130112 18:59:33 192.168.2.85 00:23:14:20:CD:C4 system-request 2h 63 7423 MB 353 MB O

9 Y 9 o .
 Tnudoyamsldanuvesdldau terminate cause, usage time,

data transter



Lmémﬂé’ﬁmu (Report->Usage) 2/2

 Terminate cause
1. Admin-kick

% 9 9
. M3aans 1y Tagdquassuy

2. User-Request
@ 9 Y Y
¢ ﬁﬂﬂﬁiﬂfﬂl&ﬂ’]ﬂm%ﬁumﬂ

3. System-Request
. dams1Faulagszuy
1. wuanamslsau
2. fmudhszuunndredlFaudniunnavazsses (forece re-login)
3. wewsemuiunafisivua (session timeout)
4. System-Restart

. msaam3slFnunnmsGuszuulng (restart)

5. Idle-Timeout
o damslFoude lufideyaitiesn (idle timeout)
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